Eurasian Key Population Health Group
TERMS OF REFERENCE

Website Design, Development and Maintenance for the EKHN – Eurasian Key Population Health Network
A. General Background

Eurasian Key Populations Health Network, hereinafter referred to as the “EKHN” is a Foundation, established by organizations operating in HIV/AIDS, Tuberculosis, Hepatitis and public health areas in Eastern Europe and Central Asia (EECA) under guidance of key populations (KP). EKHN Mission: universal access to public health for the key populations in EECA region.  EKHN Vision: EECA where key populations have taken epidemics under control. 

B. Specific Background

EKHN shall perform and through its web site communicate the following main activities:

1. promoting improvement of the quality of life of people at high risk of and affected by HIV/AIDS, tuberculosis, hepatitis and other significant public health challenges;
2. providing financial, technical and managerial support and assistance to prevent the spread and harmful effects of HIV/AIDS, tuberculosis, hepatitis, drug use and other significant public health challenges and to foster the care (including necessary treatment) and community support of those affected by HIV/AIDS, tuberculosis, hepatitis, drug use and other significant public health challenges;
3. developing the capacity of non-governmental organizations, and involving communities and vulnerable groups in the response to the HIV/AIDS epidemic, tuberculosis, hepatitis, drug use and other significant public health challenges;
4. facilitating reduction of the level of HIV and other infections among people using drugs (PUD), sex-(SW), men having sex with men (MSM) and transgenders (TG);
5. promoting improvement of the public awareness concerning the symptoms, prevention and consequences of HIV/AIDS, tuberculosis, hepatitis, drug use and other significant public health challenges as well as care, support and treatment of those affected;
6. facilitating implementation of programs aimed at reducing of social and political obstacles to effective community action on HIV/AIDS, tuberculosis, hepatitis, drug use and other significant public health challenges;
7. facilitating dissemination of the information relevant to the objectives  and results of the EKHN activity in the form of periodical, non-periodical editions including electronic ones; pamphlets, reports, leaflets, bulletins, newsletters and other information products distributed free of charge as well as organizing free lectures, broadcasts, educational and training courses and sessions on HIV/AIDS tuberculosis, hepatitis, drug use, other significant public health challenges and related issues;  
8. facilitating a healthy lifestyle, developing and implementing various methods of effective prevention and treatment of HIV/AIDS, tuberculosis, hepatitis, drug use and other significant public health challenges;
9. promoting public education on and awareness of HIV/AIDS, tuberculosis, hepatitis, drug use, other significant public health challenges and related issues;
10. facilitating academic research and educational development, the implementation of academic research and educational programmes and rendering assistance to teachers, researchers, students;
C. Main objective of the EKHN Website Design, Development and Maintenance

EKHN website will act as a tool to raise awareness of and to promote our projects, programs and interventions in order to support success, sustainability and visibility in the region. It will also be used as a tool for communication and collaboration between the EKHN and its members, partners, beneficiaries, target groups, stakeholders for the sharing of information, expertise, knowledge and resources
D. User Groups/Audiences 

The intended users of the website will include, but are not limited to, the following 
· The general public 
· EKHN Board, secretariat, staff

· EKHN members etc
· Women, girls, transgender and other ISP (inadequately served population) in terms of HIV/AIDS. Hepatitis, etc.

· Public health policy makers and health leaders
· Academia, academic staff, researchers 

· Doctors and medical practitioners, other health and public health related associations and personnel 
· EKHN Project and Programs Participating country representatives
· Etc.  
E. Scope of Work


The hired company / Vendor / Agency will be required to create (design, develop, test and implement) a new web site as a platform within the designated timeline and the following criteria: 
· Interactive, appealing, highly usable and responsive web design: Web Designs are very subjective, we expect the hired company to show-case their best elements in delivering suitable intranet design options. The design and solution must be easy to use 
· Average site load-time should be reasonable 
· Search engine friendly 
· Able to render appropriately on a wide variety of different browsers 
· Be Secure: The design of the solution should adhere to security best practices, for example: passwords should not be stored in plain-text, all form data should be validated, user interactions and activities should be logged etc. 
· Design and final solution should adhere to accessibility and compliance requirements (as defined by the project team): The Web solution should be designed to ensure that everyone, including users who have difficulty seeing, hearing, and making precise movements, can use them. 
· Public and Registered Users (Member’s) only Areas 
· Latest news / Site news / Trending topics 

· Secured & Authenticated Web Access Web solution should be secured in accordance with current best practices, for example through the use of an SSL Certificate and appropriate access control methods. Access to web solution to be authenticated. 
· User Registration and Administration: The solution should allow users to complete an appropriate user registration process. User registration data and credentials are to be persisted by the solution in an appropriate form. The user registration process should adhere to best practices including the use of CAPTCHA and email verification and should be able to scale as needed i.e. No limit on the number of users that can register. 
· Administrators should be able to review user registration/profile details, change user roles/access rights, terminate / close user accounts. 
· User Profile and Account Administration: Users should be able to view and update user generated information on self, for example personal details, password and account details, posts, preferences and interests. 
· Privacy Settings Administration: Members should be able to configure how much of their profile information is shared with different users/user groups. 
· Content Management: The solution should allow authorised project staff (or appointed personnel) to edit and update the website including the ability to create, remove, edit and publish content. 
· Site Statistics/Management Reports: The solution should provide authorised users with a number of relevant reports, for example user registration, site usage, key interests/topics being discussed within the collaborative spaces and other relevant statistical data. 
· Calendar, Events, Reminders, calendar integration: Specific authorised users should have the ability to create and administer events and event details. Other users should be able to search for and find events based on specific criteria. Members should be able to receive notifications that an event has been scheduled and reminders of upcoming events. 
· Social Network Integration: 
· Mass Email/Messaging: The system should provide a feature to allow authorised content administrators (or other authorised administrators) to contact all or group/community members. This feature may be used to facilitate the dissemination of newsletters. 
· Email Notifications: 
· Document Management System (DMS): Document upload (any file format) with Description - Who uploaded - Date of upload - File Format etc., creation of new relevant page (if required), Mouse Over description on File Name (compatible to major OS and Browser) image uploaded should be uploaded with the appropriate meta-data including mandatory keywords / tags / fields (will be decided later) – for internal Search Indexing. 
· Spam Control: The solution should provide an automated challenge system that reduces the number of spam comments/posts that either need moderation or slip through filtering mechanisms. 
· Search: The solution should provide users with the ability to search for and locate content based on keywords and key phrases. Search should not be limited to articles, pages or other forms of content-administrator created posts but should also include user-generated content found within the community areas. 
· The solution must be able to accommodate the inclusion of transcripts/narrations for video content. Transcripts/Narration may be available in multiple languages. (Video could be uploaded on other websites, with streaming option on Intranet) 
· Survey & Poll: should be able to conduct a survey of around 10 to 20 questions and Polling / voting system should also be available. 
· Public Users and Members Electronic Document Catalogue: Users should be allowed to search for, view and/or download articles and documents. 
· Users should also be able to assign star ratings on articles, videos and other informational content. 
· E-mailing, crating e-mail addresses with EKHN domain.
· Solution should be based on well-known and supported content management platform.

· Solution should provide possibility for creation of full off-line archive (backup) copy of site and should include procedure to restore the site from such copy.

F. Supervision & Contact 

Supervision and contact for the hired specialist / company / Vendor / Agency will be primarily carried out by the Project Director and the Project Administrator, the final product will be approved by the Project Management Team. 
G. Copyrights 

EKHN will hold exclusive rights to all design and other work products contained on the website. Should the consultant require use of the website in their portfolio, they will require written permission from the EKHN Team. 
H. Proposal Structure 

Quotations should be structured as follows and provide complete details as indicated: 
1. Company Profile; key staff to be involved in website and their relevant experience etc.); 
2. Understanding of the Scope of Work; 
3. Proposed Methodology / Approach and detailed Timeline with Deliverables; 
4. Proposed Technology (with justification);-please highlight the pros & cons of the technology proposed; 
5. Detailed Cost Break-up (Design, Programming, AMC*, SSL Certificate, Security Audit, Hosting* (* with recurring charges. Example: 1st Year and for next 2 to 5), Maintenance; 
6. Details of strategy and training of EKHN Personnel in how to go about creating, publishing and managing content, reviewing analytics and website monitoring report capabilities; 
7. Sample(s) of similar work-done (please list active web address); 
8. Hosting Service (if you provide such services) (optional). 
I. Expected Deliverables (to be refined based on country-specific needs)

The main product expected from the consultant are:
· EKHN web site design and development 
· Training for EKHN Personnel on website using

· Transfer of all user rights to EKHN

J. Duration of work and terms of payment 
The work is required for an estimated period of mid March – mid May.

 The dedicated specialist/s will be paid upon presentation of all deliverables and sub-products that may be required by EKHN according to the ToR. 
K. Contact for questions and additional information
Karen BADALYAN, 

Project Director

badalyan@aph.org.ua
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